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DETAILED ACTION 



1. 



This Office action is in response to the amendment filed on 1 1/09/07. 



2. 



Claims 1-25 are pending. 



Continued Examination Under 37 CFR 1.114 



3. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 11/9/07 
has been entered. 



4. Applicant's arguments with respect to the prior art rejections have been fully 
considered but they are not persuasive. 

5. It is initially noted that applicant's arguments on pg. 8, lines 13-25 of the Remarks 
are moot as the claims have been amended and thereby eliminate the limitation in 
question, (i.e. applying a halftoning process to a digital file defined by a plurality of 
discrete digital values, and performing a predetermined mathematical process involving 
each of the plurality of discrete digital values). 

6. Applicant argues that Tresser does not disclose that the halftone image is 
produced directly from the original image because Tresser discloses that a new image 



Response to Arguments 
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(I') is first computed out of the original image (I) by covering the original image with a 
grid of size H-by-V, and then averaging the grey levels on the little rectangles defined by 
the grid. (Remarks, pgs. 8-9) This argument is not persuasive. Tresser discloses an 
embodiment wherein the image (I) is described to be a physical image which must be 
scanned before the processing occurs. (Col. 9:1-3) Hence, as disclosed by Tresser, the 
image (I) maps to the claimed feature of a document, and the image (V) maps to the 
claimed feature of the initial digital file. It is further noted that applicant's application 
broadly describes an "initial digital file" as a file that is provided from an electronic 
document file and, which is then converted into a halftone file. (See claim 1, figs. 1 and 
2) Therefore, under the broadest reasonable interpretation of the claims, Tresser 
discloses submitting the initial digital file directly to a predetermined halftoning process 
to generate a digital halftone file without any intervening transformations. 

7. In response to applicant's argument that Tresser does not disclose the limitation 
of claim 23 because Tresser only discloses a single computer and a single printer, this 
argument is not persuasive for the following reasons: Tresser discloses means for 
generating an authentication key that can be used for authenticating an image using a 
computer in col. 8:36-9:62. Tresser further discloses means for authenticating the 
image using a computer, (col. 9:63-10:47) Furthermore, Tresser does not disclose the 
computer used in the means for generating an authentication key is the same as the 
computer used to authenticate the image. Hence, Tresser discloses a plurality of 
computers for use in the invention. 

8. For these reasons, the claims remain rejected under the prior art of record. 
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Claim Rejections - 35 USC § 102 

9. Claims 1-11 and 14-18 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Tresser et al. USPN 6,804,373 (hereinafter Tresser). 

10. As per claims 1-6, Tresser discloses a method of generating an authentication 
key that can be used to authenticate an electronic document file representative of a 
document, comprising: 

a. providing the electronic document file as an initial digital file; (col. 8:56-9:3) 

b. submitting the initial digital file directly to a predetermined halftoning 
process to generate a digital halftone file without any intervening transformations; 
and (9:4-7 and lines 40-44) 

c. submitting the digital halftone file to a predetermined mathematical 
process to thereby generate the authentication key; (9:7-32) 

d. printing the digital halftone file to provide a tangible copy of the document 
containing a visible representation of the authentication key; (9:66-10:5) 

e. displaying the digital halftone file on a user display to provide a visible 
copy of the document and the authentication key; (10:61-64) 

f. wherein the halftoning process is based, at least in part, on an error 
diffusion halftoning algorithm; (5:30-31 and lines 41-44) 
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g. wherein the halftoning process is based, at least in part, on one of a 
matrix-based halftoning algorithm, a pattern-based halftoning algorithm, or an 
ordered-dither halftoning algorithm; (5:15-41; 9:4-7) and 

h. wherein the predetermined mathematical process is a summation process. 
(6:6-25) 



11. As per claims 7-1 1 , Tresser discloses a method of authenticating an electronic 

document file representative of a document, comprising: 

i. receiving the electronic document file as an initial digital file; submitting the 
initial digital file directly to a predetermined halftoning process to generate a 
digital halftone file without any intervening transformations; and submitting the 
digital halftone file to generate an authentication key; and using the 
authentication key to authenticate the electronic document file; wherein using the 
authentication key to authenticate the electronic document file comprises: 
receiving a sender authentication key; and comparing the sender authentication 
key to the generated authentication key and, if the keys are the same, 
authenticity of the electronic document file is verified; (col. 9:63-10:48, especially 
10:36-41; the inverse of the signature is a compressed version of NT; embedded 
matrix M is necessarily transformed to compressed version of halftone N, 
whereby a match authenticates the document) 

j. wherein the halftoning process is based, at least in part, on an error 
diffusion halftoning algorithm; (5:30-31 and lines 41-44) 
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k. wherein the halftoning process is based, at least in part, on one of a 
matrix-based halftoning algorithm, a pattern-based halftoning algorithm, or an 
ordered-dither halftoning algorithm; and (5:15-41; 9:4-7) 

I. wherein the predetermined mathematical process is a summation process. 
(6:6-25) 

12. As per claim 14, Tresser discloses a system to generate an authentication key to 
be used to authenticate an electronic document file representative of a document, 
comprising: a processor; and a computer readable memory device which is readable by 
the processor (fig. 7 and related text), the computer readable memory device containing 
a series of computer executable steps configured to cause the processor to: retrieve a 
copy of the electronic document file as an initial digital file (col. 8:56-9:3); submit the 
initial digital file directly to a predetermined halftoning process to generate a digital 
halftone file without any intervening transformations (9:4-7 and lines 40-44); submit the 
digital halftone file to a predetermined mathematical process to thereby generate the 
authentication key (9:17-19 and lines 25-32); and store a copy of the authentication key 
in the computer readable memory device, (fig. 3, reference no. 380; 10:53-54) 

1 3. As per claim 15, Tresser further discloses wherein the processor and the 
computer readable memory device are resident within a document printing device, (col. 
1:10-12; fig. 7, reference no. 739) 
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14. As per claim 16, Tresser further discloses wherein the series of computer 
executable steps are further configured to cause the processor to print a tangible copy 
of the halftone image file as the document, and to include the authentication key on the 
tangible copy of the halftone image file. (Col. 9:66-10:5) 

1 5. As per claim 1 7, Tresser further discloses wherein the computer readable 
memory is configured to store, at least temporarily, a copy of the electronic document 
file as the initial digital document file. (fig. 3, reference no. 380; 10:53-54) 

16. As per claim 18, Tresser discloses the system further comprising a user display, 
and wherein the series of computer executable steps are further configured to cause the 
processor to display, via the user display, the authentication key. (Col. 10:61-64) 

Claim Rejections • 35 USC § 103 

17. Claims 12 and 13 are rejected under 35 USC 103(a) as being unpatentable over 
Tresser in view of Linsker et al. USPN 5,598,473 (hereinafter Linsker). 

18. As per claims 12 and 13, the rejections of claims 9 and 10 as being anticipated 
by Tresser are incorporated herein. Tresser does not disclose wherein the electronic 
document file is received from a sender via a network and wherein the sender 
authentication key is received via one of telephone or facsimile. Linsker discloses using 
an authentication key to verify the integrity of a fax transmission from a sender to a 
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receiver. The authentication key is based on a digest of a digital document and 
signature of the digest, which is appended to the document and faxed to the receiver. 
The receiver recovers the first digest from the signature then performs an operation on 
the digital document to create a second digest, wherein a match between the first and 
second digest shows that the document is authentic. Col. 6:33-8:15. It would be 
obvious to one of ordinary skill in the art at the time the invention was made for the 
electronic document file of Tresser to be received from a sender via a network and 
wherein the sender authentication key is received via one of telephone or facsimile. 
One would be motivated to do so to ensure the authenticity of documents transmitted 
via fax using an authentication key derived from halftoning digital information, a process 
that provides the requisite security, whether or not the document was scanned properly. 
(Linsker, 1 :43-55; Tresser, 3:49-55) The aforementioned cover the limitations of claims 
12 and 13. 

19. Claims 19, 22 and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Tresser in view of Brundage et al. US Patent Application Publication No. 
20040181671 (hereinafter Brundage). 

20. As per claim 19, Tresser discloses a system for authenticating an electronic 
document file representative of a document, comprising: a processor; a computer 
readable memory device which is readable by the processor (fig. 7 and related text) and 
which is configured to receive the electronic document file as an initial digital file; and 
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wherein: the computer readable memory device contains a series of computer 
executable steps configured to cause the processor to: store the initial digital file in the 
computer readable memory device; submit the initial digital file directly to a 
predetermined halftoning process to the initial digital file to generate a digital halftone 
file without any intervening transformations; submit the digital halftone file to a 
predetermined mathematical process to thereby generate the authentication key. (col. 
9:63-10:48, especially 10:36-41; the inverse of the signature is a compressed version of 
N'; embedded matrix M is transformed to compressed version of halftone N, a match 
authenticates the document) 

21 . Tresser does not disclose displaying a copy of the authentication key to a user 
via one of a printer or a user display. Brundage discloses a system for authenticating 
identification documents using a watermark, wherein an authenticator displays the 
watermark information to a user to allow an inspector or officer to visually compare the 
watermark information against information printed on the document. Paragraph 62. It 
would be obvious to one of ordinary skill in the art at the time the invention was made to 
display a copy of the authentication key to a user via one of a printer or a user display. 
One would be motivated to do so to enable a human to quantify the authenticity of the 
document as taught by Brundage, ibid. The aforementioned cover the limitations of 
claim 19. 



22. As per claim 22, the rejection of claim 19 under 35 USC 103(a) as being 
unpatentable over 35 USC 103(a) is incorporated herein. In addition, Tresser discloses 



Application/Control Number: Page 10 

10/764,645 

Art Unit: 2132 

wherein the processor and the computer readable memory device are resident within a 
document printing device, (col. 1:10-12; fig. 7, reference no. 739) 

23. As per claim 23, Tresser discloses an system to authenticate an electronic 

document file, comprising: 

m. a sender computer configured to provide the electronic document file in 
the form of a sender initial digital file; a sender printer configured to: receive the 
sender initial digital file; submit the sender initial digital file directly to a 
predetermined halftoning process to generate a first digital halftone file without 
any intervening tranformations; submit the first digital halftone file to a 
predetermined mathematical process to thereby generate a sender 
authentication key; and display the sender authentication key to a sender; (col. 
8:56-9:44; 10:61-64) 

n. a receiver computer configured to receive the electronic document file 
from the sender as a receiver initial digital file; a receiver printer configured to: 
receive the receiver initial digital file; submit the receiver initial digital file directly 
to the predetermined halftoning process to generate a second digital halftone file 
without any intervening transformations; submit the second digital halftone file to 
the predetermined mathematical process to thereby generate a receiver 
authentication key. (col. 9:63-10:48, especially 10:36-41; the inverse of the 
signature is a compressed version of N'; embedded matrix M is transformed to 
compressed version of halftone N, a match authenticates the document) 
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24. Tresser does not disclose displaying a copy of the authentication key to a user 
via one of a printer or a user display. Brundage discloses a system for authenticating 
identification documents using a watermark, wherein an authenticator displays the 
watermark information to a user to allow an inspector or officer to visually compare the 
watermark information against information printed on the document. Paragraph 62. It 
would be obvious to one of ordinary skill in the art at the time the invention was made to 
display a copy of the authentication key to a user via one of a printer or a user display. 
One would be motivated to do so to enable a human to quantify the authenticity of the 
document as taught by Brundage, ibid. The aforementioned cover the limitations of 
claim 23. 

25. Claims 20, 21, 24 and 25 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Tresser in view of Brundage and further in view of Linsker. 

26. As per claims 20 and 21, the rejection of claim 19 under 35 USC 103(a) as being 
unpatentable over Tresser and Brundage are incorporated herein. Tresser does not 
disclose the system further comprising a modem configured to receive the initial digital 
file from a sender and communicate the file, via the processor, to the computer readable 
memory device; and one of a telephone or a facsimile machine configured to receive a 
sender authentication key that can be compared to the generated authentication key to 
authenticate the electronic document file. Linsker discloses using an authentication key 
to verify the integrity of a fax transmission from a sender to a receiver. The 
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authentication key is based on a digest of a digital document and signature of the 
digest, which is appended to the document and faxed to the receiver. The receiver 
recovers the first digest from the signature then performs an operation on the digital 
document to create a second digest, wherein a match between the first and second 
digest shows that the document is authentic. Col. 6:33-8:1 5. It would be obvious to one 
of ordinary skill in the art at the time the invention was made for the system of Tresser 
to further comprise a modem configured to receive the initial digital file from a sender 
and communicate the file, via the processor, to the computer readable memory device; 
and one of a telephone or a facsimile machine configured to receive a sender 
authentication key that can be compared to the generated authentication key to 
authenticate the electronic document file. One would be motivated to do so to ensure 
the authenticity of documents transmitted via fax using an authentication key derived 
from halftoning digital information, a process that provides the requisite security, 
whether or not the document was scanned properly. (Linsker, 1:43-55; Tresser, 3:49- 
55) The aforementioned cover the limitations of claims 20 and 21. 

27. As per claims 24 and 25, the rejection of claim 23 under 35 USC 103(a) as being 
unpatentable over Tresser and Brundage are incorporated herein. Tresser does not 
disclose the system further comprising a network connection configurable to allow the 
sender computer to send the sender initial digital file to the receiver computer; and a 
sender telephone and a receiver telephone to allow the sender to communicate the 
sender authentication key to the receiver; or a sender facsimile machine and a receiver 
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facsimile machine to allow the sender to communicate the sender authentication key to 
the receiver. Linsker discloses using an authentication key to verify the integrity of a fax 
transmission from a sender to a receiver. The authentication key is based on a digest 
of a digital document and signature of the digest, which is appended to the document 
and faxed to the receiver. The receiver recovers the first digest from the signature then 
performs an operation on the digital document to create a second digest, wherein a 
match between the first and second digest shows that the document is authentic. Col. 
6:33-8:15. It would be obvious to one of ordinary skill in the art at the time the invention 
was made for the system of Tresser to further comprise a network connection 
configurable to allow the sender computer to send the sender initial digital file to the 
receiver computer; and a sender telephone and a receiver telephone to allow the 
sender to communicate the sender authentication key to the receiver; or a sender 
facsimile machine and a receiver facsimile machine to allow the sender to communicate 
the sender authentication key to the receiver. One would be motivated to do so to 
ensure the authenticity of documents transmitted via fax using an authentication key 
derived from halftoning digital information, a process that provides the requisite security, 
whether or not the document was scanned properly. (Linsker, 1:43-55; Tresser, 3:49- 
55) The aforementioned cover the limitations of claims 24 and 25. 
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Communications Inquiry 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jung W. Kim whose telephone number is 571-272-3804. 
The examiner can normally be reached on M-F 9:00-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



/Jung W Kim/ 
Examiner 
Art Unit 2132 



